Safeguarding and Welfare Requirement: Information and Records
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Providers must maintain records and obtain and share information to ensure the safe and efficient management of the setting, and to help ensure the needs of all children are met.


10.3 Data Protection and Children’s records policy
Policy statement

We recognise that we hold sensitive and confidential information about children and their families and the staff we employ. This information is used to meet children’s needs, for registers, invoices and emergency contacts. We store all records in a locked cabinet or on the office computer with files that are password protected in line with data protection principles. Any information shared with the staff team is done on a ‘need to know’ basis and treated in confidence. This policy works alongside the GDPR privacy notice to ensure compliance under General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR) and Data Protection Act 2018.

We have record keeping systems in place that meet legal requirements; the means we use to store and share that information takes place within the framework of the General Data Protection Regulations (GDPR) (2018) and the Human Rights Act (1998).

We follow the legal requirements set out in the Statutory Framework for the Early Years Foundation Stage (EYFS) and accompanying regulations about the information we must hold about registered children and their families and the staff working at the nursery
We follow the requirements of the General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR), Data Protection Act 2018 and the Freedom of Information Act 2000 with regard to the storage of data and access to it.

Procedures
It is our intention to respect the privacy of children and their families and we do so by:
Storing confidential records in a locked filing cabinet or on the office computer with files that are password protected
Ensuring staff, student and volunteer inductions include an awareness of the importance of the need to protect the privacy of the children in their care as well as the legal requirements that exist to ensure that information relating to the child is handled in a way that ensures confidentiality. This includes ensuring that information about the child and family is not shared outside of the nursery other than with relevant professionals who need to know that information. It is not shared with friends and family, or part of any social discussions outside of the setting.
 If staff breach any confidentiality provisions, this may result in disciplinary action and, in serious cases, dismissal. Students on placement in the nursery are advised of our Data protection and confidentiality policy and required to respect it.

If we suspect that data has been accessed unlawfully, we will inform the relevant parties immediately and report it to the Information Commissioner’s Office within 72 hours. We will keep a record of any data breach
Ensuring that all staff, volunteers and students are aware that information about children and families is confidential and only for use within the nursery and to support the child’s best interests with parental permission
Ensuring that parents have access to files and records of their own children but not to those of any other child, other than where relevant professionals such as the police or local authority children’s social care team decide this is not in the child’s best interest
Ensuring all staff are aware that this information is confidential and only for use within the nursery setting. If any of this information is requested for whatever reason, the parent’s permission will always be sought other than in the safeguarding circumstances above
Ensuring staff do not discuss personal information given by parents with other members of staff, except where it affects planning for the child’s needs
Ensuring issues concerning the employment of staff remain confidential to the people directly involved with making personnel decisions
Ensuring any concerns or evidence relating to a child’s personal safety are kept in a secure, confidential file and are shared with as few people as possible on a ‘need-to-know’ basis unless in the case of an emergency.

We hold staff personnel records relating to their job, qualifications, length of service, salary, training record, assessments etc. as well as personal information we require in order to run the monthly payroll
Staff or visitors to the setting must not use a mobile phones at any time other than in an emergency to contact emergency services. Mobile phones should be turned off or on silent and locked in the wall mounted boxes in the main office or Staff room in The Pod. Staff may use their mobile phone in the staff room when on official breaks with the staff room door closed. Glass panels in the door must remain covered.
Smart watches may be worn but must be on ‘Airplane mode’ with the blue tooth function turned off. Smart watches must not be able to receive calls or messages during working hours. 

We keep two kinds of records on children attending our setting:
Developmental records
· These include observations of children in the setting, photographs and samples of their work and summary developmental reports.

· These are kept in the main rooms of Pre School or The Pod and can be freely accessed, and contributed to, by staff, the child and the child’s parents.
Personal records

· These include registration and admission forms, signed consent forms, correspondence concerning the child or family, reports or minutes from meetings concerning the child from other agencies, an ongoing record of relevant contact with parents, and observations by staff on any confidential matter involving the child, such as developmental concerns or child protection matters.

· These confidential records are stored in a lockable filing cabinet and are kept secure by the manager or deputy in the office.
· Parents have access, in accordance with our Privacy Notice, Client Access to Records Policy, to the files and records of their own children, but do not have access to information about any other child.

· Staff will not discuss personal information given by parents with other members of staff, except where it affects planning for the child's needs. Staff induction includes an awareness of the importance of confidentiality in the role of the key person.

· We retain children’s records for three years after they have left the setting, except records that relate to an accident or child protection matter, which are kept until a child reaches the age of 21 years. These are kept in a secure place.
· We read any correspondence in relation to a child, note any actions and file it immediately.
· All accidents are recorded in our accident book and a copy given to parents on collection on the same day as the incident.
· We ensure that access to children’s files is restricted to those authorised to see them and make entries in them, this being our manager, deputy or designated person for child protection, the child’s key person, or other staff as authorised by our manager.

· We may be required to hand children’s personal files to Ofsted as part of an inspection or investigation process; or to local authority staff conducting a S11 audit, as long as authorisation is seen. We ensure that children’s personal files are not handed over to anyone else to look at. 

Archiving children’s files

· When a child leaves our setting, we remove all standard paper documents from the child’s personal file and place them in a robust envelope, with the child’s name and date of birth on the front and the date they left. 

·  We seal this and place it in an archive box, stored in a safe place for at least three years. 
· Where there were Section 47 child protection investigations we archive information for 25 years. 

· We store financial information according to our finance procedures.
Other records
· We keep a daily record of the names of the children we are caring for, their hours of attendance and the names of their key person.

· Issues to do with the employment of staff, whether paid or unpaid, remain confidential to the people directly involved with making personnel decisions.

· Students on Pre-school Learning Alliance or other recognised qualifications and training, when they are observing in the setting, are advised of our Confidentiality and Client Access to Records Policy and are required to respect it.
Legal framework
· General Data Protection Regulations (GDPR) (2018)

· Human Rights Act (1998)
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